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Abstract—This paper investigatesthe problem of making QoS guaran-
teesavailable in accessdevices such as edgerouters, that are commonly
deployed in today's IP networks. In the paper, weproposea speci�c design
which we evaluate by carrying out a completeimplementation, whoseper-
formancewe then measure in the context of an experimental testbed. Our
results indicate that a reasonablelevel of service differentiation, i.e., rate
and delay guarantees,can be provided with a minimal impact on the raw
packet forwarding performanceof edgedevices.�

Thiswork wasdonewhile with theIBM T.J.WatsonResearchCenter.

I . INTRODUCTION

Quality-of-Service(QoS) is oneof the next challengesthat
the Internetfaces,and thereare numerousstandardactivities
andnew technologiesthatarebeingdevelopedto helpQoSbe-
comeareality. Mostof thework sofarhasfocusedondevelop-
ing mechanismsandalgorithmsthatscaleto theever increasing
speedof theInternetbackbone,while enablinga wide rangeof
QoSguarantees.Theseeffortshavebeensuccessfulatremoving
mostof the technicalhurdlesto makingthe Internetbackbone
QoScapable.However, introducingthecapabilitiesrequiredto
supportQoSin the Internetinfrastructurerepresentsonly half
theproblem.Anotherkey componentis to enableusersandap-
plicationsto accessthesenew capabilities.That this is in itself
a dif�cult task is by now well understood,andhasoften been
quotedas one of the main reasonsfor the relatively slow de-
ploymentof QoS.

In particular, many usersandapplicationslack theability, or
understanding,or both,to determinetheexactlevel of QoSthey
needandshouldrequirefrom thenetwork. Evenassumingthe
ubiquity of a signallingprotocol suchas RSVP [1], which is
by now becomingavailableaspartof mostoperatingsystems,
it is unlikely thatmany applicationswill becapableof leverag-
ing this new capability, at leastnot initially. Instead,appropri-
atelymappingusertraf�c ontoavailablenetwork QoSservices
is likely to be theresponsibilityof edgedevices,which will be
con�guredaccordingto variousadministrative,policy, anduser
speci�c criteria. In addition,evenasusersandapplicationsbe-
comemoreQoSawareandcapableof specifyingindividual re-
quirements,it is likely that for scalabilitypurposesindividual
requestswill beaggregatedbeforebeingforwardedinto theIn-
ternetbackbone.This indeedis themodelunderlyingtherecent
Diff-Servstandardizationeffort in theIETF [2], [3], [4], andex-
plicitly outlinedin [5], [6]. Edgedevicesareagainthenatural
placefor suchafunctionasillustratedin Figure1, thatdescribes
a likely scenariofor deploymentof QoSover IP networks. As
a result,we expectedgedevicesto representa key component
in thedeploymentof QoScapabilitiesin IP networks. But they
also have the potentialfor becominga major obstacle,unless
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QoSenhancementscanbeintroducedincrementallyonthelarge
installedbaseof edgedevices.

The goal of this paperis, therefore,to investigateissuesre-
latedto the role of edgedevicesin enablingservicedifferenti-
ation over the Internet,and in particularthe feasibility of up-
gradingexisting systems.Our focusis on mechanismsthatcan
be easily introducedto supportQoS in the relatively low-end
edgedevicesthat aredeployed today. In particular, while per-
formancerequirementsmandatetheuseof dedicatedhardware
to supportQoSin backbonedevices,this is typically not feasi-
ble for edgedevices. Instead,QoSsupportin thosedevicesis
oftensoftwarebased,not only becauseof thelow costpoint of
suchdevices,but alsobecauseof theneedfor �e xibility andup-
gradeability. Indeed,giventheevolving natureof thestandards,
e.g.,Diff-Serv, suchcharacteristicsaredesirableif not manda-
tory. An importantissuein thecontext of asoftwarebasedsolu-
tion is thatthegreaterpathlengthassociatedwith theadditional
instructionsrequiredby QoS,canaffecttheraw devicethrough-
put.

In thepaper, we reporton an investigationof a softwareim-
plementationfor QoSsupportin a typicaledgedevice. To prop-
erly assessthecostandcapabilitiesof suchasoftwarebasedso-
lution, the implementationis carriedout on a fully operational
accessrouterplatform.Themodi�cationsto theroutercodeare
madewith �e xibility in mind sothatasthestandardsprogress,
the implementationcan be evolved to accommodatedifferent
modelsfor QoSguarantees.A major emphasisof the imple-
mentationis to minimize thenumberof additionalinstructions
requiredby QoSextensions,soasto introducethesmallestpos-
sibleperformancepenalty. In orderto assessthemagnitudeof
theoverheaddueto QoSsupport,wecomparetheraw through-
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putof ourrouterplatformwith andwithoutQoSextensions,and
asaresultverify thattheapproachchosenavoidsany signi�cant
penalty. In addition,we alsoestablishthat basicperformance
guarantees,e.g.,rateguarantees,aremetevenin thepresenceof
badlymisbehaving users.

The resultsprovide someinsight andinitial evidenceof the
feasibility of delivering relatively comprehensive QoSguaran-
teesin simpleedgedevices,with minimal impacton their raw
performance. This shouldhelp acceleratethe deployment of
QoScapabilitiesin IP networks as it implies that they canbe
madeavailable incrementally, i.e., via a software upgrade,to
usersof suchnetworks,andwith minimal impacton their basic
performance.Thereare clearly many possibleenhancements
to the implementationwe describe,and in the paperwe point
severalof themout. Unfortunately, weexpectsomeof theseen-
hancementsto comeat a cost,i.e.,a degradationin throughput,
but, asyet,wehavenotbeenableto assesstheirmagnitude.

The restof this paperis structuredasfollows: In SectionII
we outlinetheoverall structureof thesystemon which our im-
plementationis built, andidentify its basiccharacteristics.Sec-
tion III describesthedifferentservicessupportedin our imple-
mentationaswell as the componentsresponsiblefor ensuring
them. It also highlightsour designgoals. In SectionIV, we
brie�y review our testsetupandthemethodologyweuseto ob-
tain our performanceestimate.SectionV reportson theresults
of our testsandmeasurementsanddiscussestheir implications.
Finally, SectionVI summarizesour �ndings.

I I . SYSTEM STRUCTURE OVERVIEW

In thissection,webrie�y describetheoverallstructureof the
routerplatformonwhichour implementationis based,andalso
point to someof the constraintsit introduces. Someof these
constraintsarespeci�c to theplatform,but severalof themare
genericandlikely to bepresentin many edgedevices.

Ouredgedevicehasanarchitectureoftenseenin accessrouters
andrelatively commonamong�rst generationrouters. It con-
sistsof a centralprocessingunit responsiblefor all packet for-
wardingandclassi�cationfunctions,to which a numberof link
adaptersareconnected.An overview of thesystemstructureis
shown in Figure2. Incomingpacketsaretemporarilystoredin
bufferson thelink adapters,beforebeingtransferredacrossthe
systembusinto themainsystemmemory. Oncein systemmem-

ory, packetsareprocessedandthisprocessingincludesbothfor-
wardingandclassi�cationdecisions.Theprocessesof interest
in the context of this paperare thoseassociatedwith classi�-
cationasthis is whereservicedifferentiationis enforced.The
centralprocessoris also responsiblefor queueingpackets for
transmissionon theoutputdevices.

Thedatapathfollowedby a packet is, therefore,asfollows:
An incomingpacket is �rst received in a buffer in the device
associatedwith the link on which the packet is arriving. Fully
receivedpacketsarethenDMA'ed into systemmemory, where
memoryspacehasbeenallocatedfor eachinputdevice. It should
be notedthat for a numberof implementationspeci�c reasons
thathavemostlyto dowith minimizingtheoverheadassociated
with buffermanipulations,packetbuffersall havethesamesize.
As a result,memoryconsumptionis sensitive to thenumberof
packetsratherthanto packetsizes,i.e.,many smallpacketsuse
morememorythana few largeones. This is an importantde-
sign constraintwhenit comesto providing serviceguarantees
asit affectshow weneedto performmemoryallocation.In par-
ticular, consumptionof CPU cycles and memoryneedsto be
accountedfor in packets/sec,while bytes/secis therelevantunit
whenit comesto controllingbandwidthusage.

Oncein systemmemory, thepacket is readyto beprocessed.
The processingperformedon a packet consists�rst of an IP
route lookup, that returnsthe next hop on which the packet
needsto be forwardedas well as informationneededto con-
struct the appropriatelink headerfor the outgoingpacket. In
additionto identifying theappropriatenext hop for thepacket,
theprocessingalsoincludesclassi�cationof thepacket in order
to determinethelevel of serviceto which it is entitled.Classi�-
cationis in itself apotentiallycomplex functionthatdeservesan
extensivediscussion.It is,however, beyondthescopeof thispa-
perwhosefocusis primarily onthemechanismsusedto enforce
servicedifferentiation.As aresult,weonly brie�y review theis-
sueof packetclassi�cation,andoutlinethegeneralmechanisms
availablein our routerplatformto supportit.

Packetclassi�cationrequiresmatchinganumberof attributes
of theincomingpacket,againstvalueswhosecombinationis as-
sociatedwith rulesthatdeterminehow to handlethepacket.The
complexity of this matchingoperationdependson the number
of attributesto be matched.For example,classi�cationbased
on only theDS byte [4] is straightforward,andoneof themo-
tivationsbehindthe Diff-Serv effort. However, edgedevices
areusuallyrequiredto identify the level of serviceto which a
packet is entitledon thebasisof moreextensive attributessuch
assourceanddestinationaddressesaswell asportnumbers,pro-
tocoltype,ingressandegressinterfaces,andevenpossiblyaddi-
tional attributessuchastime of day. Oncethis informationhas
beenretrieved,it canbeusedto selecttheproperDSbytevalue
for thepacket,which canthenbeusedto classifythepacketby
subsequentrouters.

It is possibleto devisealgorithmscapableof ef�ciently per-
forming thefull lookupsrequiredin edgedevices,e.g.,see[7],
[8], but they usually requirededicatedsupport(processoror
ASIC)andareunlikely to befeasiblein thekind of low endedge
deviceswe consider. As a result,the approachwe rely on for
classi�cation in our router follows the traditionalcache-based
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solutionusedto improve forwardingperformancein many �rst
generationrouters.In otherwords,thedatapathis split between
a fastpathanda slow path. For every packet senton theslow
path,a full lookup is performedinto a completerule database
andusedto createanentryspeci�c to this packet (�o w

�
) in the

fastpathcache.Entriesin thefastpathareaccessedbasedonan
exactmatchon packet attributes,so that the lookupcansubse-
quentlybeperformed(for packetsfrom thesame�o w) usinga
simplehashfunction.

Therearemany designaspectsrelatedto ensuringthe ef�-
ciency of suchanapproach,but for thepurposeof this paperit
suf�ces to know thatwhetherobtainedfrom thefastpathcache
or thecompleterule databasesearchedin theslow path,infor-
mation is retrieved that identi�es the appropriateservicelevel
of eachpacket. This informationis in theform of a streamid

�
thatis passedasa handleto theQoScomponentresponsiblefor
enforcingservicedifferentiation. The overall structureof the
systemis shown in Figure3, and in the restof this paperwe
concentrateon theoperationandperformanceof theQoScom-
ponent.

I I I . QOS COMPONENT AND SERVICE CHARACTERISTICS

Themaindesigncriterionbehindour QoScomponentsis to
minimizeany increasein thepathlengthof themainforwarding
loop,while at thesametime allowing basicserviceguarantees.
Theserviceguaranteeswetargetin ourimplementationarerela-
tively primitive,andinspiredfrom thebaseservicemodelscur-
rently beingde�ned in the IETF DifferentiatedServicegroup
[2]. Theseserviceguaranteesarealong the two main dimen-
sionsof delayandrateguarantees.

Speci�cally, we�rst consideraservicethataimsatemulating
a virtual leasedline. Its characteristicsareof boundedincom-
ing traf�c that needsto be guaranteeda given rateaswell as
small latency. This is essentiallya servicethatcanbebuilt us-
ing the expeditedforwarding(EF) per-hop-behavior (PHB) of
[9], whichis akin to theATM CBRservice[10] andshareswith
it strict performanceguaranteestogetherwith anin�e xible ser-
vicede�nition, i.e.,noexcesstraf�c. A secondservicewhichwe
�
In this paper, we use the notation flow to denote the set of packets associated with a

specific combination of attributes used to create a cache entry.�
A stream is the unit of resource allocation, and there can be many flows associated with

a given stream and having, therefore, the same stream id.

consideris basedontheAssuredForwarding(AF) PHB[11], for
whichweproviderateguaranteesbut with looserdelaybounds.
The main featureof this serviceis that the rateguaranteecor-
respondsto a �oor guarantee,anda streamis allowed to send
at a higherrateandaccessidle resourcesto theextent they are
available.

In our implementation,bothservicesaresupportedwith the
samesetof basicmechanisms,but arekept isolatedfrom each
other. As mentionedearlier, our main goal is to enableser-
vice differentiationwith the minimal possibleimpact on raw
forwardingperformance.As a result,complex perpacket pro-
cessingoperationsshouldbeavoided,andthis limits ourability
to usesophisticatedschedulingalgorithms.This is not somuch
becauseof thecomplexity of theschedulingalgorithmitself, al-
thoughthiscertainlyneedsto beconsidered,but mostlybecause
of thecostof thesortingoperationrequiredeachtime a packet
is transmitted.This constraintcombinedwith the needto pro-
vide tighterdelayguaranteesaspartof theEF PHB, led usto a
solutionwherewerely on only two queues.EFandAF packets
areassignedto separatequeues,andthe two queuesareserved
usinga simplevariationof self-clocked fair queueing(SCFQ)
[12]. Becauseweonly havetwo queues,thereis nosortingcost
associatedwith identifying the next packet to transmitas this
canbe achieved througha simplecomparisonof the transmis-
siontimesassociatedwith eachqueue.

Theremainingcostof schedulingis alsominimalasthecom-
putationsperformedto updatethe schedulerare of low com-
plexity. Speci�cally, the operationof the schedulerarbitrating
betweenthetwo queuesis asfollows. Eachqueueis assigneda
schedulingweightor rate,which is basedonthefractionof link
bandwidthallocatedto the servicemappedonto it, i.e.,

�����
and

�
	 ����
��
for the EF andAF (andBestEffort) queues,re-

spectively. Theschedulermaintainsa systemvirtual time, ��� ,
aswell asservicetags � ��� and � 	 ����
�� for eachqueue,and
schedulesfor transmissiona packet from the queuewith the
smallestservicetag.Theservicetagof a queueis updatedeach
timeapacketmovesto theheadof thequeue,i.e.,aftertransmis-
sionof thepreviouspacketor whenapacketarrivesto anempty
queue,andit is setto thesystemvirtual time plusthetransmis-
sion time of the new packet at the rateallocatedto the queue.
For instancewhena packet of size ��� is transmittedfrom the
EF queue,we have � ����� ����������� �
��� . Thesystemvirtual
time ��� is alsoupdatedto the servicetag of the queuebeing
servedeachtime a new packet transmissionstarts.Thesystem
virtual timeis resetto � eachtimebothqueuesareempty. How-
ever, in order to avoid over�ow of the systemvirtual time in
thecaseof a heavily loadedsystem,wealsoupdateit whenthe
mostsigni�cant bit of thesmallestservicetagis  . Speci�cally,
whenever this conditionis veri�ed, we thensetthemostsignif-
icantbit of bothservicetagsandof thesystemvirtual timeto � .
This avoidswrap-aroundproblemswhena heavy loadprevents
the systemfrom emptyingand, therefore,resettingthe virtual
systemtime.

Theuseof a separatequeuefor EFpackets,ensuresthatthey
seerelatively smalldelays.This is becauseEF streamsarerate
limited, and the EF queueis guaranteeda serviceratehigher
thantheaggregaterateof all incomingstreams;queuebuild-ups
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arethenunlikely to occurundersuchconditions.As mentioned
before,this is a well understoodapproachto controllingdelay,
e.g.,ATM CBR,andonewhich hasbeenextensively studiedin
the context of providing real-timeserviceon packet networks.
In this paper, our goal is to verify that it canprovide delaydif-
ferentiationadequatefor delaysensitive applicationssuchasIP
telephony, evenin thecontext of a low-endedgedevice.

Thesecondqueueis sharedby AF packets,network control
traf�c, and, as indicatedabove, traditional besteffort traf�c.
This queueis denotedthe AF/BE queuein the restof this pa-
per. Rateguaranteesareprovidedwithin that queueusingthe
buffer managementmethodof [13], wherea streamis allocated
an amountof buffer proportionalto the fraction of link band-
width it is entitledto. Themainbene�ts of this methodis that
rateguaranteescanbe provided to individual streamswithout
incurring the complexity of a scheduler. Rateguaranteesare
providedsimply by controllingwhich packetsto acceptin the
buffer, which is a checkwhichweneedto performin any case�
andhasminimal overhead.Thesameapproachis alsousedin
theEF queueto protectagainstpotentialmisbehaving streams,
andwe proceednext to describein moredetailtheoperationof
thebuffer managementmechanism.

A. RateGuaranteesThroughBuffer Management

Eachegressinterfaceis con�guredwith (logicallyasit is only
for accountingpurposes)a maximumnumberof systembuffers
that canbe queuedon it. This buffer pool is thendivided into
two separatesub-pools;onefor the EF queueandonefor the
AF/BE queue.Wedenotetheirsizesas

� ���
and

� 	 ����
��
. Rate

guaranteesareprovidedto individualstreamswithin eachqueue
by allocatinga speci�c amountof buffer to eachstream. For
example,theamountof buffer ��� allocatedto stream� in the
AF queueto guaranteeit a minimumrateof ��� is:

� � � � 	 ����
���� � ��
	 ����
�� (1)

Themainintuition behindtheaboveallocationis thattransmis-
sionopportunitiesand,therefore,rateguaranteesarein propor-
tion to the buffer spaceoccupiedby a �o w. In other words,
if a �o w consistentlyoccupiesa certainfraction of the buffer
�
As illustrated in [13], scheduling without buffer management has little or no effect.

space,it will thengeta correspondingfractionof thetransmis-
sionopportunities,andhenceof thelink bandwidth(see[13] for
a rigorousjusti�cation of thisargument).

Basedon theaboveallocation,thedecisionto admitor reject
packet � from stream� is a function of the packet length �
	 ,
the currentbuffer occupancy � � , andthe buffer allocation � � .
If � � � ��	�
�� � , then the packet is admitted,enqueuedfor
transmissionin the correspondingqueue(packet transmissions
areFIFOwithin boththeEFandAF/BE queues),andthebuffer
occupancy � � is incrementedby ��	 . If on theotherhand � �
�� 	���� � , stream� isalreadyusingmorethanitsshareof buffers.
Therefore,acceptingthe new packet shouldonly be doneif it
doesnot affect otherstreamssharingits queue. This checkis
basedon two criteria. First andforemost,acceptingthepacket
shouldnot impacttherateguaranteesof otherstreams.Second,
excessresourcesshouldbedistributed“f airly” acrosscompeting
streams.

To realizethesetwo goals,the buffer pool of eachqueueis
logically partitionedinto allocatedbuffers andsharedbuffers.
Allocatedbuffersarethesumof thebuffersallocatedto all
streamsin thequeue,while sharedbuffersrepresenttheremain-
der obtainedby subtractingthis amountfrom the total buffer
pool of thequeue.Excesspacketscanonly be accommodated
in sharedbuffers. Furthermore,to ensurefairnessin the us-
ageof sharedbuffers,we usethe“holes” methodof [13] which
is basedon [14]. With this approach,an excesspacket is ac-
ceptedonly if the resultingnumberof sharedbuffersoccupied
by its streamdoesnot exceedthe currentnumberof remain-
ing free sharedbuffers. For example,assumetwo streams,� �
and � � , which have beenallocated20% and 50% of the link
bandwidth,andthereforehave buffer allocationsof � � � ��� ���
and � � � ��� ��� , where � is the total buffer size. The sizeof
thesharedbufferspool is then ��� ��� , of which eachstreamcan
useatmost ���  ���� . Furthermore,if bothstreamsareeachusing
���  �� of sharedbuffers, i.e., � � � ��� ��� and � � � ��� ��� , nei-
therof themcanthengrabanadditionalsharedbuffer, although
���  �� sharedbuffersremainavailable.Thereis, therefore,some
inef�ciency in the useof sharedbuffers, but it rapidly dimin-
ishesasthenumberof streamsgrows, andis thepricepaidfor
thissimpleenforcementof fairness.

Oncean excesspacket is accepted,the buffer occupancy of
its streamis incrementedandthesharedbuffer countis decre-
mented.Buffer countsarealsoupdatedat packet transmission
times,togetherwith thesharedbuffercountwheneverthestream
to which thedepartedpacket belongedhada buffer occupancy
above its allocation. The latter ensuresthat buffersareprefer-
entially releasedto thesharedbuffer pool. Theoverallstructure
of theQoScomponentis shown in Figure4, which alsoshows
thatin thecurrentimplementationtheBE traf�c is only allowed
to accesssharedbuffers. This is the con�guration we assume
in our experiments,but it couldeasilybemodi�ed to providea
minimumrateguaranteeto BE packets.

For the sake of clarity, the above discussionglossedover a
numberof detailsrelatedto theexactupdateof buffer countsas
well as the impact of discrepanciesbetweenbyte countsand
packet/buffer counts. In particular, rate guaranteesbasedon
buffer allocationrequirethatbuffer accountingbebasedon the



numberof bytesthat a streamcurrentlyhaswaiting for trans-
mission.This is becausebytesaretheunitsof relevancewhenit
comesto consumptionof link bandwidth.On theotherhand,as
wasmentionedearlier, implementationlimitationsin oursystem
imposea �x edbuffer sizeindependentof packet size. This in-
troducessomeadditionalproblemswhenit comesto accounting
for theamountof buffer allocatedandusedby astream.

Speci�cally, anallocationandaccountingwhichassumesthat
eachbuffer correspondsto its byteequivalentin termsof avail-
able storagespace,can be overly optimistic. In particular, it
allows rate-wiseconformantstreamsto grabanexcessive num-
berof packet buffers, if they only transmitsmallpackets. This
will in turn depletethe buffer pool, so that packet buffers are
unavailableto otherconformantstreams.Alternatively, assum-
ing aworstcasescenariowhereeachbuffer is only usedto store
a minimal sizepacket, is overly pessimistic.It would resultin
rejectingrequestsfor rateguaranteesbecauseof whatwouldbe
(incorrectly)perceivedasinsuf�cient buffer space.Thereis no
ideal solutionto this problem,asit requiresidentifying an ap-
propriatetrade-off betweenthedistribution of packet sizesand
thecorrespondingconsumptionof packetbuffers.

In ourimplementation,weaddressthisissuethroughthespec-
i�cation of acon�gurableparameter(BUFF SIZE),thatde�nes
the size, byte-wise,that we assignfor accountingpurposeto
a packet buffer. This parameteris usedto translatethe packet
buffer pool allocatedto eachqueue,into a correspondingbyte
countonwhichthebuffer computationsfor rateguarantees,i.e.,
equation(1) is based.In addition,BUFF SIZE determinesthe
minimumpacketsizefor accountingpurposes,i.e.,packetssmaller
thanBUFF SIZEarecountedasbeingof sizeBUFF SIZE.This
is similar to theapproachusedin theIntegrated-Servicemodel
[15], whichallowsthespeci�cationof a“minimumpolicedunit”
to accountfor possibleper-packetoverhead.

For example,this meansthatif theAS/BEqueueis allocated
��� packetbuffers,it is consideredashaving abuffer capacityof
��� � BUFF SIZE. As aresult,if stream� asksfor arateguaran-
tee � � of ��� % of thebandwidthallocatedto theAF/BE queue,
its buffer allocationis � � �  � � BUFF SIZE. Giventhat the
packetsof stream� arecountedasbeingof sizeBUFF SIZEor
larger, stream� is limited to anallocationof at most  � packet
buffers. This meansthat stream � is guaranteedits transmis-
sionrate � � only if sendspacketsof sizeBUFF SIZE or more,
andcould get a lower throughputif it transmitsmany packets
of sizelessthanBUFF SIZE.In SectionV, weexperimentwith
thesensitivity of thisschemeto thevalueof BUFF SIZE.

IV. TESTBED SETUP AND EXPERIMENTS

In thissection,webrie�y describethesetupweuseto testour
implementationof the servicedifferentiationcapabilitiesout-
lined in the previous section. Our testsetupis shown in Fig-
ure 5, andconsistsof a numberof routers(Tim, McKinley ,
Rocky , Himalayas , andAlps ) interconnectedby meansof
E1 ( � � Mbits/sec)links runningthePPPprotocol.Therouters
we useareIBM 2210(Tim, McKinley , andAlps ) and2216
(Rocky andHimalayas ) modelsasindicatedon the �gure,
which arerunninga modi�ed versionof their forwardingcode
thatincorporatesour QoSextensions.Themainreasonsfor us-
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ing theseplatformsarenot only becauseof the availability of
their forwardingcode,but moreimportantbecausethey arerep-
resentativeof many edgedevicescurrentlyin usein IPnetworks,
i.e., they have a structuresimilar to thatof Figure2. As oneof
our goalsis to demonstratethat suchedgedevicescanbe eas-
ily upgradedto supportQoScapabilities,it is importantthatwe
validateourclaimsin a realisticsetting.

Testingof serviceguaranteesis carriedout usinga number
of FreeBSDend-systems,whichweuseastraf�c sources(Sea,
Sky , andLand ) andsinks(Desert ). Traf�c is generatedby
runningMGEN ver. 3.0 [16] on our end-systems,with differ-
ent con�guration parametersso asto exercisea rangeof load
and traf�c patterns. In our test cases,we usethe PERIODIC
andPOISSONsettingsof MGEN to generatestreamsof pack-
ets,wherepacket arrivalsareeitherperiodicor follow a Pois-
sondistribution (see[16] for details).Periodicarrivalsprovide
a “cleaner”estimateof our ability to give rateguarantees,i.e.,
they provide a morestablecomparisonbasis,andmay be rep-
resentative of somereal-timestreams.On the otherhand,the
traf�c patternsgeneratedusingthePOISSONsettingof MGEN
maybesomewhatmorerepresentativeof realtraf�c.

Measurementsto testour QoSguaranteesareperformedon
the PPPE1 link betweenMcKinley andAlps , i.e., we test
theability of ourQoSenhancedforwardingcodeto enforceser-
vicedifferentiationon interface190.23.2.1 onMcKinley .
We describebelow the seriesof test caseswe use,which all
rely on generatinga combinationof BE, AF, and EF streams
from our three traf�c sources,and having them converge on
McKinley 's egressinterface190.23.2.1 . Theendsystem
Desert servesasa commontraf�c sink for all streams,andis
usedto obtainvariousperformanceestimates,e.g.,throughput
and end-to-enddelay, for the differentstreams. In particular,
delayestimatesareobtainedafter synchronizingthe clockson
the four end-systemsusingNTP ver. 3 [17]. The end-system
Desert runsan NTP server to which the clocksof the other
threeend-systemsaresynchronized.Note that in orderto ob-
tain reasonabledelay estimates( ��� � msec),it is necessaryto
leavethesystemin operationfor extendedperiodsof time(over
� �

hours)to properlycalibratethe drifts betweenthe different
clocks.
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A. TestCases

The testcaseswe run aim at assessinghow well our imple-
mentationmeetsthedesigngoalsstatedearlier, i.e.,

� Minimize overheadassociatedwith QoSguarantees,
� Ensurebasicrateguaranteesandserviceisolation,and
� Providesomelevel of delaydifferentiation.
In addition,we alsomeasuresensitivity to severalothersystem
parameterssuchasthetotalnumberof packetbuffersavailable,
andthe valuechosenfor the parameterBUFF SIZE discussed
in SectionIII.

Our �rst testis intendedto evaluatetherelative overheadin-
troducedby our QoSextensions.This is accomplishedby in-
sertingpro�ling statementsthatmeasurethetime spentin vari-
ousprocessingmodulesalongthe datapath. The time stamps
are of sub-microsecondgranularityand are taken by reading
a real-timeclock which is an integral part of the routerCPU.
Speci�cally, we load the instrumentedforwardingcodeon our
testrouter, McKinley , andmeasurethetime takenfor a com-
pleteforwardingoperationthroughboththefastandslow paths
(seeFigure3). We alsomeasuretheexecutiontime of thespe-
ci�c instructionscorrespondingto theQoSdecisionsandchecks
wehaveadded.Usingthesemeasurements,wecanevaluatethe
relative overheadintroducedby QoSsupport,whencompared
to basicbest-effort forwarding. Resultsof thosemeasurements
arereportedin thenext section.

The next seriesof testsis meantto evaluatethe ability of
theimplementationto enforceservicedifferentiation.For those
tests,traf�c patternsandloadsarechosensothattherouteris not
processorlimited,but insteadbandwidthontheE1link between
McKinley andAlps is the scarceresource.Figure6 shows
thetestscenarioswehaveusedfor thatpurpose.Packetstreams
aregeneratedfrom our traf�c sources,andarrive on the three
ingressinterfacesatMcKinley beforeheadingto thecommon
egressinterface192.23.2.1 . In all tests,theletterB is used
for BE streams,A for AF streams,andE for EF streams.As-
sociatedwith eachstreamaretwo numbers:The �rst givesthe
rateguarantee,if any, for thestream,while thesecondnumber,
in brackets,speci�es the actualamountof traf�c that the �o w
generates.The numbersaregiven in percentageof the egress
link bandwidth.Thescenariosshown in Figures6(a)and6(b),
includeamixtureof streamswith andwithout reservations,and
whoseperformancewill bemeasuredunderdifferentconditions.
Streamsdiffer in termsof theirpacketsizes,thetraf�c they gen-
erate,andtheir reservation,if any.

In the �rst caseof Figure6(a), all the streamswith reserva-
tionsareof typeAF, sothattheability of theschedulerandthe

EF queueto provide improveddelayperformanceis not tested.
Instead,thefocusis onassessingthein�uenceonboththrough-
put and serviceguarantees,of the parameterBUFF SIZE for
streamswith differentpacket sizes. This is accomplishedby
varying the valueof BUFF SIZE andobservingits impacton
thethroughputof bothAS andBE streamswith differentpacket
sizes.As indicatedin the�gure, we usestreamswith threedif-
ferent packet sizes:  � � � bytes(L), ��� � bytes(M), and ��� �
bytes(S). Thenext testusesagainthe scenarioandstreamsof
Figure6(a),but thistimevariesthesizeof thepacketbufferpool
oninterface190.23.2.1 . Thisvalueis acon�gurableparam-
eter, i.e., a speci�c portion of the systemmemorycanbe allo-
catedto any giveninterface,andaspointedout in [13] mayaf-
fecttheability to deliverrateguaranteesthroughbuffermanage-
ment.Thetestis performedassuminga valueof BUFF SIZE

�
��� � bytes,which was found to be a reasonablechoicein the
previous experiment. Theselast two testsalsoprovide useful
informationon how successfulthe simplebuffer management
mechanismis at ensuringrateguaranteesandredistributingex-
cessresourcesacrossdifferentstreams.Thediscussionsof Sec-
tion V highlight theseissues,anddescribethe behavior of the
systemwhenbothPERIODICandPOISSONsettingsareused
by MGEN to generatevarioustraf�c patterns.

Thelasttestis intendedto verify thatusinga separatequeue
for the EF traf�c is an adequatemechanismfor providing EF
�o ws with improveddelayguarantees.In orderto assessif this
is indeedthe case,we modify the scenarioof Figure6(a) and
move two of the AS �o ws to the EF queue.We thenmeasure
any improvementin delaythatthey see.Thisnew con�guration
is illustratedin Figure6(b). Note that in agreementwith the
earlierassumptionregardingEF �o ws, the two AF �o ws (A2
andA5) movedto theEF queueareconformant,i.e., thetraf�c
they generateconformsto theratethey havereserved.

V. EXPERIMENTAL RESULTS

This sectionreportson the measurementresultsfor the test
casesdescribedin theprevioussection,anddiscussestheir im-
plicationsandtheconclusionsonecandraw from them.

A. RelativeOverhead

As mentionedearlier, the �rst goal of our testswas to as-
sesstherelativeoverheadincurredby introducingQoSsupport.
Thisinvolvedmeasuringthepathlengthof boththestandardfor-
wardingpathandtheQoSenhancementsweintroduced.When-
ever therewasa cachehit (seeFigure3) theaverageprocessing
time in theforwardingpathwas154 � sec/packet, of which the
QoSextensionsthatwe addedamountedto a total of 23 � sec/
packet. Thus the QoSextensionstook around15% of the to-
tal fastpathprocessing.Theslow pathon theotherhandtook
around419 � sec/packet andso the QoSextensionswereonly
about5% of the slow path operations. Thesenumberswere
obtainedby averagingmeasurementsover multiple traf�c pat-
ternsand loads,to exerciseall possiblecombinationsof QoS
instructions.Variationsacrossscenarioswereminimal, so that
the above numbersshouldbe representative of the actualper
packet costincrease.Notethatthenumberobtainedfor theba-
sic forwardingcode,translatesinto a maximumthroughputof
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Fig. 7. Sensitivity of ThroughputandRateGuaranteesto BUFF SIZE.

around6500packets/secthroughtheedgerouter. This is asmall
number, but representativeof thetypeof low-enddeviceweare
considering.It is importantto keepthis in mind, in particularin
thecontext of thecomparisonsof thenext sections.

Themainconclusionfrom theabovepathlengthcomparison
is that theimpactof theslightly greaterpathlengthof theQoS
codeis veryminor. This is not unexpectedassigni�cant efforts
werespentin both thedesignandthe implementation,to keep
theoverheadof QoSassmallaspossible.Furthermore,thereare
many othercomponentsbesidesthe forwardingcode,thatcon-
tributeto limiting theraw throughputthroughabox. In particu-
lar, thedevicedrivercodethatis responsiblefor pushingpackets
outonthelinks, is oftenamajorfractionof thetotalpathlength.
As a result,while the addedpath lengthdueto the QoScode
may translateinto a small absoluteincreasein packet process-
ing time,therelativemagnitudeof this increasewill mostlikely
be even lessnoticeable. This was actuallyveri�ed througha
numberof throughputcomparisons,which revealedonly minor
differencesof theorderof a few percentbetweenthebest-effort
andtheQoSenabledforwardingcodes.

B. Strengthof QoSSupport

Theprevioussectionindicatedthat thecostof QoSsupport,
asimplementedin thetestrouter, wasrelatively small.Thenext
questionis to determinehow goodQoSsupportactuallyis, i.e.,
how effective it is at enforcingservicedifferentiation.As dis-
cussedbefore,answeringthisquestionis thepurposeof thesce-
narioshown in Figure6(a).

B.1 Sensitivity of QoSSupportto BUFF SIZE

The �rst testis targetedat estimatingthe sensitivity of QoS
supportto the value of BUFF SIZE, usedto translatepacket
buffersintoequivalentnumberof bytes.Becausepacketssmaller
thanBUFF SIZEareassumedto beof sizeBUFF SIZE,weex-
pectthatthevalueusedfor thisparameterwill affectdifferently
�o wswith differentpacketsizes.In orderto testthis,werunthe
scenarioof Figure6(a) for valuesof BUFF SIZE of ��� � , � � � ,
��� � , � � � , � � � , and  � � � bytes,andthe resultsarereportedin
Figure7 for eachtypeof streams,i.e.,streamswith large(  � � �
bytes),medium( ��� � bytes),andsmall( ��� � bytes)packets.

AF streamsA1 andA5, which have largepackets,arefound

toexhibit little sensitivity tochangesin thevalueof BUFF SIZE
(seeFigure7(a)). This is becausebothareconformantandre-
main so independentof the value of BUFF SIZE, sincetheir
packetsarenever countedasbeinglarger thanthey really are.
For �o wswith largepackets,themaindisadvantageof smallval-
uesof BUFF SIZE, is thatthetotal sharedbuffer spaceappears
smallerthan it really is, and as a result smallerburstsand/or
amountsof excesstraf�c canbeaccommodated.Flows A1 and
A5 beingconformantarenotreallyaffectedby this. Ontheother
hand,thebesteffort �o w B1 seesa substantialimprovementas
BUFF SIZE increases.This increaseis causedby the corre-
spondingincreasein sharedbuffers,which aretheonly buffers
that�o w B1 canaccess.

Figure7(b) reportssimilar resultsfor streamswith medium
sizepackets. However, theconclusionsaresomewhatdifferent
from thosefor streamswith large packet sizes. In particular,
we now observegreatersensitivity of theAF �o ws to thevalue
of BUFF SIZE. In particular, weobservevariationsin through-
putafterBUFF SIZEbecomeslargerthanthepacketsizeof the
streams,i.e.,whenit exceeds��� � bytes.Weobservethisbehav-
ior for streamsA3 andA4, whichexperienceaslightdecreasein
throughputafterBUFF SIZE increasesbeyond ��� � bytes.This
is becausetheir packetsarenow beingcountedasbeinglarger
thanwhatthey are,andthis limits their ability to accessshared
buffers. Note that becauseboth streamsgeneratesubstantial
amountsof excesstraf�c, they dorely onsharedbuffersandac-
tually achieve throughputswell in excessof their reservations,
whichare  � � kbpsand ��� � kbps,respectively. Bothstreamsalso
experienceanincreasein throughputwhenBUFF SIZE�rst in-
creasesfrom ��� � to

� � � bytes.This is becausesuchanincrease
translatesinto a largersharedbuffer pool,whichallowsmoreof
the�o wsexcesstraf�c to getthrough.Thebesteffort streamB3
seesa similar trendin throughputvariations,but somewhatless
pronouncedbecauseit canonly accessthesharedbuffers.

Finally, Figure7(c)showstheimpactof varyingBUFF SIZE
for streamswith smallpackets.As is expected,suchstreamsget
rapidly penalizedasBUFF SIZE increasessinceall their pack-
etsarecountedasbeingmuchlargerthanthey are.As a result,
streamsthat areconformantnow appearnon-conformant,and
must rely on sharedbuffers for many of their packets. This
penalty is somewhat compensatedby the fact that increasing
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Fig. 8. Sensitivity of ThroughputandRateGuaranteesto TotalBuffer Size(Numberof Packet Buffers).

BUFF SIZE correspondinglyincreasesthe amountof shared
buffers. However, ascanbe seenfrom Figure7(c), this is not
suf�cient to offsettheaccountingpenaltythatsmallpacketsin-
cur. This penaltyis moreseverethe higherthe initial reserva-
tion, as the streamneedsto gain accessto a correspondingly
largernumberof sharedbuffersin orderto maintainits through-
put. This is why streamA2, which hasa reservation of only
100kbps,seesa smallerdegradationthanstreamA6 which has
a reservationtwiceaslarge.

The mainconclusionfrom this section,is that the settingof
BUFF SIZE needsto be taken into considerationwhen mak-
ing reservations. Relatively large values,e.g.,over ��� � bytes
appearpreferableoverall, andarealsodesirablein orderto ac-
commodateareasonablenumberof reservations.However, suf-
�cient sharedbuffersshouldbekeptasidein orderto ensurethat
streamswith smallpacketsarenotoverly penalized.

B.2 Sensitivity of QoSSupportto TotalBuffer Size

The other systemparameterthat is likely to affect perfor-
manceis thethetotal numberof packet buffersavailableon an
interface. To assessits impact,we conducta setexperiments
similar to thoseof theprevioussection.Theresultsaregivenin
Figure8, wherethe total numberof packet buffersavailableis
variedfrom ��� to  ���� packetbuffers.Theresultsareagainplot-
tedseparatelyfor streamswith large,medium,andsmallpack-
ets.A valueof BUFF SIZEequalto ��� � byteswasassumedfor
all themeasurements.

Overall, we seethatwhile thereis minimal sensitivity to the
total amountof buffers, andthat variationsarerelatively con-
tained with only small differencesfor streamswith different
packet sizes.Streamswith smallandmediumsizepacketsstill
seeslightly largervariationsthanthosewith largepacket sizes,
but they arehardlynoticeable.Notethatall reservedstreamses-
sentiallyhave throughputsat or above their reservations.Even
streamA6 which is penalizedby its small packets (each  � �
bytespacketiscountedasbeingof sizeBUFF SIZE

� ��� � bytes)
andrelatively largereservation( ��� � kbps),getscloseto its reser-
vation(thethroughputnumbersof Figure8(c)areonly basedon
payload,anddonotaccountfor theIP/UDPheaders).

Another aspectthat Figure8 illustrates,is that the scheme
we useto control accessto sharedbuffers is reasonablysuc-

cessfulatensuringfair accessto theunreservedlink bandwidth.
Speci�cally, thetotal level of reservationsfrom �o ws A1 to A6
is 900kbps,whichimpliesthatthereis 1,100kbpsof unreserved
bandwidth. Thereare � streamsthat generateexcesstraf�c,
namelystreamsA3 andA4 aswell asthebesteffort streamsB1,
B2, andB3. As a result,we would expecteachof themto get
about ����� kbpsof theunreservedbandwidth.FromFigure8(a),
weseethat�o w B1 doesindeedgeta little over ����� kbps.Sim-
ilarly, Figure8(b) shows that �o w A3 getscloseto � ��� kbps
(for largenumberof packetbuffers)insteadof its reservationof
only  � � kbps,and�o w A4 getsnearly

� � � kbpswhile it only
reserved ��� � kbps. Similarly, �o w B3 endsup gettingcloseto
����� kbps(againfor large buffers). The situationis a little bit
differentfor �o ws with smallpacketsbecauseof the impactof
BUFF SIZE, which is set to ��� � bytes. This meansthat the
buffer accountingfor those�o ws is as if they were transmit-
ting at � � � timestheir actualrate(recall thatthey use ��� � bytes
packets). If we accountfor this overhead,we then seefrom
Figure8(c) that theapproximately � � kbpsthat �o w B2 gets,
actuallycorrespondto about����� kbps.Again,this is reasonably
closeto our targetof ����� kbps.

We can, therefore,concludethat the buffer allocationand
sharingmechanismis successfulat providing rate guarantees
aswell asensuringfair accessto excessbandwidth.However,
basedon the measurementresultsof Figure8, it appearsthat
having a reasonablylarge numberof packet buffers is useful
whenit comesto enforcingfairness. In particular, the results
of Figure8 show small improvementsfor streamswith small
andmediumpacket sizesasthe total numberof packet buffers
increases.This is becausemorepacket buffers translatesinto
moresharedbuffers,whichstreamswith smallandmediumsize
packetscanmorereadily bene�t from. However, it shouldbe
notedthat an increasein the total buffer spacedoesnot corre-
spondto an equalincreasein sharedbuffers. This is because
reservedbuffersneedto be allocatedin proportion to the total
buffer space.Increasingthetotal buffer count,therefore,scales
all buffer reservationsaccordingly, so thatonly a smallportion
of theadditionalbuffersis actuallyaddedto thesharedbuffers.
althoughthe sharedbuffer spaceincreases,the larger reserved
buffers combinedwith the (holes)accountingmethodusedto
controlaccessto sharedbuffers,actuallyimprovesthe oddsof
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Fig. 9. ThroughputandRateGuaranteesfor POISSONArrivalsWith VaryingTotalBuffer Space.

reservedstreamsto accesssharedbuffers.Asaresult,besteffort
streamsactuallyseea slight decreasein throughput,especially
for smallandmediumpacket sizes.This decreasematchesthe
correspondingincreasethatreservedstreamssee.

Increasingbuffer spacecanin generalbebene�cial, andone
dimensionwherewe would expectto seesomebene�ts of in-
creasingthe total buffer count, is in termsof handlingsome
amountof burstinessin the streams.In order to estimatethis
sensitivity, werepeattheprevioustestsusingthePOISSONset-
ting of MGEN insteadof thePERIODICone. In otherwords,
we usethesamepacket arrival rates,but the inter-arrival times
arenow exponentiallydistributedinsteadof beingconstant.The
valueof BUFF SIZEis maintainedat ��� � bytesfor theseexper-
imentsaswell. Theresultsof theexperimentareshown in Fig-
ure9, andcon�rm that for �o ws with smallandmediumsized
packets,thereis somebene�t to increasingthetotalbuffer size.
For �o wswith largepackets,theredoesnot seemto beany sig-
ni�cant improvementin throughput.This is attributableto the
fact that the larger packet size also implies larger bursts,and
thereis still notenoughsharedbuffer left to accommodatethese
largerbursts.

The main conclusionfrom the above seriesof testsis that
somereasonableamountof sharedbuffersneedsto beavailable
in orderto provide rateguaranteesto bursty �o ws. This is not
unexpectedandis a phenomenonthathasbeendocumentedin
numeroustraf�c managementstudies.Thebuffer management
schemeson which we rely canbe easilyextendedto alsoac-
countfor burstiness(see[13] for details),andweplanonadding
this capabilityin thenext release.However, suchanextension
comesat thepriceof reservingsubstantiallylargeramountsof
buffer, andwe want to �rst experimentfurther with the useof
sharedbuffers as the basemechanismfor handlingburstiness.
Additionally, larger buffers potentially result in larger delays
whichcanbequitesigni�cant for low-speedlinks.

C. DelayGuarantees

Our last experimentis aimedat verifying our ability to pro-
videbetterdelaytoEFstreams.For thatpurpose,wetaketwo of
theconformantstreamsof Figure6(a),streamsA2 andA5, and
movethemto theEFqueueasshown in Figure6(b) (now �o ws
E1andE2). Wethencomparethedelaysexperiencedby thetwo

streamsin eachcon�guration. A valueof BUFF SIZE
� ��� �

byteswasusedtogetherwith a total of  � � packetbuffers. The
resultsarereportedin TableI, which shows that theuseof the
EFqueuesucceedsatsigni�cantly reducingthedelays(byafac-
tor of morethan � ). Interestingly, streamA2 whichhada worse
delay thanstreamA5 in the AF/BE queue,hasa betterdelay
whenthetwo �o wsaremovedto theEFqueue.This is because
of the smallerpacket sizeof streamA2. In the AF/BE queue,
thisbene�t is notsigni�cant asit is multiplexedwith many other
streams.However, thedifferencein packetsizesbecomesappar-
entin theEFqueuethatonly �o wsA2 andA5 use.

Flow Delayin AF queue Delayin EFqueue
A2 180msec 44msec
A5 169msec 49msec

TABLE I

DELAY COMPARISON BETWEEN AF AND EF QUEUES.

It shouldbenotedthat thenumbersreportedin the tableare
for end-to-enddelaysbetweenthe sourceand destinationend
systems.As a result,they includeadditionalcontributorsthan
therouterMcKinley , thatwe useto provide servicedifferen-
tiation. Overall,while thedelayswe seefor EF streamsarenot
small, we believe that they arereasonablegiven the relatively
low speedof thelink weused(2Mbps),andthey shouldbeade-
quatefor real-timeapplications.

VI . SUMMARY

In this paper, we have describeda lightweightsoftwareim-
plementationfor offeringsomebasicservicedifferentiationca-
pabilitiesin the context of simpleedgedevices. Our goalwas
to investigatetheability of sucha platformto offer supportfor
servicedifferentiationandQoSguaranteeswith minimalimpact
on its forwardingperformance.

We carriedthis investigationon a realrouterplatform,where
wedevelopedandtestedasetof enhancementsaimedatprovid-
ing rateguaranteesanddelaydifferentiation.Thesetwo types
of serviceguaranteeswerechosenbasedon the generaldirec-
tion of the serviceproposalscurrently being discussedin the



IETF Diff-ServWorking Group.Themeasurementsperformed
onour implementationshowedthatsupportfor basicQoSguar-
anteescanbeachievedin edgedeviceswith minimal impacton
overall performance. In addition, we showed that the buffer
managementapproachof [13] was indeedcapableof provid-
ing reasonablyaccuraterateguaranteesandfair distribution of
excessresources.We alsoveri�ed that a simpledesignbased
on two queuesanda rudimentarySCFQscheduler, canprovide
adequatedelaydifferentiationto meettherequirementsof most
real-timeapplications.Thereareclearlymany aspectsandbe-
haviorsof our implementationthatrequirefurtherinvestigation.
However, webelieve thattheseinitial resultsprovidestrongev-
idencesthat supportfor QoSguaranteescanbe incrementally
deployed on most existing edgedevices, and with a minimal
impactonperformance.We hopethatsuchevidencescanfoster
therapiddeploymentof QoScapabilitiesin theInternet.
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