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Abstact—This paper investigatesthe problem of making QoS guaran-
teesavailable in accessdevices such as edgerouters, that are commonly
deployedin today's IP networks. In the paper, we proposea speci ¢ design
which we evaluate by carrying out a completeimplementation, whoseper-
formance we then measuee in the context of an experimental testbed. Our
resultsindicate that a reasonablelevel of sewice differentiation, i.e., rate
and delay guarantees,can be provided with a minimal impact on the raw
packet forwarding performance of edgedevices.

1 Thiswork wasdonewhile with the|IBM T.J.WatsonResearciCenter

I. INTRODUCTION

Quality-of-Service(QoS) is one of the next challengeghat
the Internetfaces,and there are numerousstandardactiities
andnew technologieshatarebeingdevelopedto help QoSbe-
comeareality. Most of thework sofar hasfocusedon develop-
ing mechanismandalgorithmsthatscaleto theeverincreasing
speedof the Internetbackbonewhile enablinga wide rangeof
QoSguaranteesTheseeffortshave beensuccessfuhtremoring
mostof the technicalhurdlesto makingthe Internetbackbone
QoScapable However, introducingthe capabilitiesrequiredto
supportQoSin the Internetinfrastructurerepresent®nly half
the problem.Anotherkey components to enableusersandap-
plicationsto accesghesenew capabilities.Thatthisis in itself
a dif cult taskis by now well understoodandhasoften been
quotedas one of the main reasondor the relatively slow de-
ploymentof QoS.

In particular mary usersandapplicationdack the ability, or
understandingyr both,to determingheexactlevel of QoSthey
needandshouldrequirefrom the network. Evenassuminghe
ubiquity of a signalling protocolsuchas RSVP[1], which is
by now becomingavailableas part of mostoperatingsystems,
it is unlikely thatmary applicationswill be capableof leverag-
ing this new capability at leastnot initially. Insteadappropri-
ately mappingusertraf c onto availablenetwork QoSservices
is likely to be theresponsibilityof edgedevices,which will be
con guredaccordingo variousadministratve, policy, anduser
speci c criteria. In addition,evenasusersandapplicationshe-
comemoreQoSawareandcapableof specifyingindividual re-
quirementsijt is likely that for scalability purposesndividual
requestsvill be aggreyatedbeforebeingforwardedinto the In-
ternetbackboneThisindeedis themodelunderlyingtherecent
Diff-Servstandardizatioeffort in thelETF [2], [3], [4], andex-
plicitly outlinedin [5], [6]. Edgedevicesareagainthe natural
placefor suchafunctionasillustratedin Figurel, thatdescribes
a likely scenaridor deploymentof QoSover IP networks. As
aresult,we expectedgedevicesto represent key component
in thedeploymentof QoScapabilitiesn IP networks. But they
also have the potentialfor becominga major obstacle unless
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Fig. 1. Scenaridor QoSDeploymentOver IP Networks.

QoSenhancementsanbeintroducedncrementallyonthelarge
installedbaseof edgedevices.

The goal of this paperis, therefore to investigateéssuesre-
latedto therole of edgedevicesin enablingservicedifferenti-
ation over the Internet,andin particularthe feasibility of up-
gradingexisting systems Our focusis on mechanismshatcan
be easilyintroducedto supportQoSin the relatively low-end
edgedevicesthataredeployedtoday In particular while per
formancerequirementsnandatehe useof dedicatechardware
to supportQoSin backbonalevices,thisis typically not feasi-
ble for edgedevices. Instead,QoS supportin thosedevicesis
oftensoftwarebasednot only becausef the low costpoint of
suchdevices,but alsobecausef theneedfor e xibility andup-
gradeability Indeed giventhe evolving natureof the standards,
e.g.,Diff-Sery, suchcharacteristicaredesirablef not manda-
tory. An importantissuein the context of a softwarebasedsolu-
tion is thatthegreaterpathlengthassociateavith theadditional
instructiongrequiredby QoS,canaffecttheraw devicethrough-
put.

In the paper we reporton aninvestigationof a softwareim-
plementatiorfor QoSsupportin atypical edgedevice. To prop-
erly assesthe costandcapabilitiesof sucha softwarebasedso-
lution, theimplementatioris carriedout on a fully operational
accessouterplatform. Themodi cationsto theroutercodeare
madewith e xibility in mind sothatasthe standardgrogress,
the implementationcan be evolved to accommodatelifferent
modelsfor QoS guarantees A major emphasisof the imple-
mentationis to minimize the numberof additionalinstructions
requiredby QoSextensionssoasto introducethesmallespos-
sible performancepenalty In orderto assesshe magnitudeof
theoverheaddueto QoSsupportwe compareheraw through-
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putof ourrouterplatformwith andwithout QoSextensionsand
asaresultverify thattheapproactchoseravoidsary signi cant
penalty In addition,we alsoestablishthat basicperformance
guarantees.g. rateguaranteegremetevenin thepresencef
badly misbehaing users.

The resultsprovide someinsight andinitial evidenceof the
feasibility of deliveringrelatively comprehensie QoS guaran-
teesin simpleedgedevices,with minimal impacton their raw
performance. This should help acceleratahe deployment of
QoS capabilitiesin IP networks asit implies thatthey canbe
madeavailable incrementally i.e., via a software upgrade,to
usersof suchnetworks,andwith minimalimpacton their basic

ory, packetsareprocesseandthisprocessingncludesbothfor-

wardingandclassi cationdecisions.The processesf interest
in the contet of this paperarethoseassociatedvith classi -

cationasthis is whereservicedifferentiationis enforced. The
centralprocessois alsoresponsiblegfor queueingpaclets for

transmissioron the outputdevices.

The datapathfollowed by a paclet is, therefore asfollows:
An incoming pacletis rst recevedin a buffer in the device
associateavith the link on which the pacletis arriving. Fully
receved pacletsarethenDMA'ed into systemmemory where
memoryspaceéhasbeenallocatedor eachinputdevice. It should
be notedthatfor a numberof implementatiorspeci ¢ reasons
thathave mostlyto do with minimizingthe overheadassociated
with buffer manipulationspaclketbuffersall have the samesize.
As aresult,memoryconsumptioris sensitie to the numberof
pacletsratherthanto pacletsizes,i.e., mary smallpacletsuse
morememorythana few large ones. This is animportantde-
sign constraintwhenit comesto providing serviceguarantees
asit affectshow we needto performmemoryallocation.In par
ticular, consumptionof CPU cycles and memoryneedsto be
accountedor in paclets/secwhile bytes/seds therelevantunit
whenit comesgo controllingbandwidthusage.

Oncein systemmemory the pacletis readyto be processed.
The processingperformedon a paclet consistsrst of an IP
route lookup, that returnsthe next hop on which the paclet
needsto be forwardedaswell asinformation neededo con-
structthe appropriatdink headerfor the outgoingpaclet. In

performance. Thereare clearly mary possibleenhancements additionto identifying the appropriatenext hop for the paclet,

to the implementationwe describe andin the paperwe point
severalof themout. Unfortunatelywe expectsomeof theseen-
hancementto comeata cost,i.e., adegradationn throughput,
but, asyet, we have notbeenableto assestheir magnitude.

The restof this paperis structuredasfollows: In Sectionll
we outlinethe overall structureof the systemon which our im-
plementationis built, andidentify its basiccharacteristicsSec-
tion 1l describeghe differentservicessupportedn our imple-
mentationaswell asthe componentsesponsibldor ensuring
them. It also highlights our designgoals. In SectionlV, we
brie y review ourtestsetupandthe methodologywe useto ob-
tain our performancestimate.SectionV reportson theresults
of ourtestsandmeasuremen@nddiscussesheir implications.
Finally, SectionVl summarizesur ndings.

Il. SYSTEM STRUCTURE OVERVIEW

In this sectionwe brie y describeheoverall structureof the
routerplatformon which ourimplementatiors basedandalso
point to someof the constraintst introduces. Someof these
constraintsaare speci ¢ to the platform, but several of themare
genericandlikely to be presentn mary edgedevices.

Ouredgedevicehasanarchitectureftenseerin accessouters
andrelatively commonamong rst generatiorrouters. It con-
sistsof a centralprocessingunit responsibldor all paclet for-
wardingandclassi cationfunctions,to which a numberof link
adapterareconnected An overview of the systemstructureis
shavn in Figure2. Incomingpacletsaretemporarilystoredin
buffersonthelink adaptersheforebeingtransferrecacrosshe
systembusinto themainsystenmemory Oncein systenmem-

theprocessinglsoincludesclassi cationof the pacletin order
to determinehelevel of serviceto whichit is entitled.Classi -
cationisin itself apotentiallycomple< functionthatdeseresan
extensiediscussionlt is, however, beyondthescopeof thispa-
perwhosefocusis primarily onthemechanismssedto enforce
servicedifferentiation. As aresult,weonly brie y review theis-
sueof pacletclassi cation,andoutlinethegeneramechanisms
availablein our routerplatformto supportit.

Pacletclassi cationrequireamatchinga numberof attributes
of theincomingpaclet,againstvalueswhosecombinations as-
sociatedvith rulesthatdeterminehow to handlethepaclet. The
compleity of this matchingoperationdependn the number
of attributesto be matched. For example,classi cationbased
on only the DS byte [4] is straightforvard,and one of the mo-
tivationsbehindthe Diff-Serv effort. However, edgedevices
are usuallyrequiredto identify the level of serviceto which a
pacletis entitledon the basisof moreextensve attributessuch
assourceanddestinatioraddresseaswell asportnumberspro-
tocoltype,ingressandegresdnterfacesandevenpossiblyaddi-
tional attributessuchastime of day. Oncethis informationhas
beenretrieved,it canbeusedto selectthe properDS bytevalue
for the paclet, which canthenbe usedto classifythe paclet by
subsequenbuters.

It is possibleto devise algorithmscapableof ef ciently per
forming thefull lookupsrequiredin edgedevices,e.g.,see[7],
[8], but they usually require dedicatedsupport(processoror
ASIC) andareunlikely to befeasiblein thekind of low endedge
deviceswe consider As a result,the approachwe rely on for
classi cationin our router follows the traditional cache-based
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solutionusedto improve forwardingperformancen mary rst
generatiomouters.In otherwords,thedatapathis split between
afastpathanda slow path. For every paclket senton the slow
path,a full lookupis performedinto a completerule database
andusedto createanentryspeci ¢ to this packet ( o w') in the
fastpathcache Entriesin thefastpathareaccessetiasenan
exactmatchon paclet attributes,so thatthe lookup cansubse-
quentlybe performed(for pacletsfrom the same o w) usinga
simplehashfunction.

Thereare mary designaspectselatedto ensuringthe ef -
cieng/ of suchanapproachbut for the purposeof this paperit
sufces to know thatwhetherobtainedirom thefastpathcache
or the completerule databaseearchedn the slow path,infor-
mationis retrieved thatidenti es the appropriateservicelevel
of eachpaclet. Thisinformationis in the form of a streamid?
thatis passe@sa handleto the QoScomponentesponsibléor
enforcing servicedifferentiation. The overall structureof the
systemis shawvn in Figure 3, andin the restof this paperwe
concentrat®n the operationandperformancef the QoScom-
ponent.

I11. Q0S COMPONENT AND SERVICE CHARACTERISTICS

The main designcriterion behindour QoS componentss to
minimizeary increaseén thepathlengthof themainforwarding

loop, while at the sametime allowing basicserviceguarantees.

Theserviceguaranteewetargetin ourimplementatiorarerela-
tively primitive, andinspiredfrom the baseservicemodelscur-
rently beingde ned in the IETF DifferentiatedServicegroup
[2]. Theseserviceguaranteesire alongthe two main dimen-
sionsof delayandrateguarantees.

Speci cally, we rst considefaservicethataimsatemulating
avirtual leasedine. Its characteristicare of boundedncom-
ing trafc that needsto be guaranteea given rate aswell as
smalllateng. Thisis essentiallya servicethatcanbe built us-
ing the expeditedforwarding (EF) perhop-behaior (PHB) of
[9], whichis akinto the ATM CBR service[10] andshareswvith
it strict performanceguaranteetogethemwith anin e xible ser
vicede nition, i.e.,noexcesdrafc. A secondervicewhichwe

L1n this paper, we use the notation flow to denote the set of packets associated with a
specific combination of attributes used to create a cache entry.

2 A stream is the unit of resource allocation, and there can be many flows associated with
a given stream and having, therefore, the same stream_id.

consideis basedntheAssured-orwarding(AF) PHB[11], for
whichwe provide rateguaranteebut with looserdelaybounds.
The main featureof this serviceis that the rate guaranteeor
responddo a oor guaranteeanda streamis allowedto send
at a higherrateandaccessdle resourcego the extentthey are
available.

In our implementationpoth servicesare supportedwith the
samesetof basicmechanismshut are keptisolatedfrom each
other As mentionedearlier our main goal is to enableser
vice differentiationwith the minimal possibleimpacton raw
forwardingperformance As a result,complex per paclet pro-
cessingperationshouldbe avoided,andthislimits our ability
to usesophisticatedchedulingalgorithms.Thisis notsomuch
becausef thecompleity of theschedulingalgorithmitself, al-
thoughthis certainlyneedgo be consideredhut mostlybecause
of the costof the sortingoperationrequiredeachtime a packet
is transmitted. This constraintcombinedwith the needto pro-
vide tighterdelayguaranteeaspartof the EF PHB,led usto a
solutionwherewe rely on only two queuesEF andAF paclets
areassignedo separatejueuesandthe two queuesaresened
usinga simplevariation of self-cloclked fair queueing(SCFQ)
[12]. Becausave only have two queuesthereis no sortingcost
associatedvith identifying the next paclet to transmitasthis
canbe achiezed througha simple comparisorof the transmis-
siontimesassociateevith eachqueue.

Theremainingcostof schedulings alsominimal asthecom-
putationsperformedto updatethe schedulerare of low com-
plexity. Speci cally, the operationof the schedulearbitrating
betweerthetwo queuess asfollows. Eachqueueis assigned
schedulingveightor rate,whichis basednthefractionof link
bandwidthallocatedto the servicemappedontoit, i.e., Rgp
and R,y pp for the EF and AF (and BestEffort) queuesye-
spectvely. The schedulemaintainsa systemvirtual time, T's,
aswell asservicetagsTpr andTsr,/pr for eachqueue,and
scheduledor transmissiora paclet from the queuewith the
smallestservicetag. The servicetagof a queueis updateceach
timeapacletmovesto theheadof thequeuej.e., aftertransmis-
sionof thepreviouspacketor whena pacletarrivesto anempty
gueue andit is setto the systemvirtual time plusthetransmis-
siontime of the new paclet at the rate allocatedto the queue.
For instancewhena paclet of size L, is transmittedfrom the
EF queuewehave Tyy = Ts + Li/Rgy. Thesystemvirtual
time T's is alsoupdatedto the servicetag of the queuebeing
sened eachtime a new paclet transmissiorstarts. The system
virtual timeis resetto 0 eachtime bothqueuesareempty How-
ever, in orderto avoid over ow of the systemvirtual time in
thecaseof aheavily loadedsystemwe alsoupdateit whenthe
mostsigni cant bit of the smallestservicetagis 1. Speci cally,
wheneerthis conditionis veri ed, we thensetthe mostsignif-
icantbit of bothservicetagsandof thesystenvirtual timeto 0.
This avoidswrap-aroundgoroblemswhena heary load prevents
the systemfrom emptyingand, therefore resettingthe virtual
systemntime.

Theuseof a separatgueuefor EF paclets,ensureshatthey
seerelatively smalldelays.This is becauséF streamsarerate
limited, and the EF queueis guaranteed servicerate higher
thantheaggreyaterateof all incomingstreamsgueuebuild-ups
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arethenunlikely to occurundersuchconditions.As mentioned
before,this is awell understoodapproacho controlling delay
e.g.,ATM CBR, andonewhich hasbeenextensiely studiedin
the context of providing real-timeserviceon paclet networks.
In this paper our goalis to verify thatit canprovide delaydif-
ferentiationadequatdor delaysensitve applicationsuchasIP
telepholy, evenin the context of alow-endedgedevice.

The secondqueueis sharedby AF paclets, network control
trafc, and, asindicatedabove, traditional besteffort trafc.
This queueis denotedthe AF/BE queuein the restof this pa-
per Rateguaranteesre providedwithin that queueusingthe
buffer managemennethodof [13], wherea streamis allocated
an amountof buffer proportionalto the fraction of link band-
width it is entitledto. The mainbene ts of this methodis that
rate guaranteesan be provided to individual streamswithout
incurring the complity of a scheduler Rate guaranteesre
provided simply by controlling which pacletsto acceptin the
buffer, which is a checkwhich we needto performin ary casé
andhasminimal overhead.The sameapproaclhis alsousedin
the EF queueto protectagainstpotentialmisbehaing streams,
andwe proceechext to describen moredetailthe operationof
the buffer managemennechanism.

A. RateGuaranteesThroughBuffer Management

Eachegressnterfaceis con guredwith (logically asit is only
for accountingpurposesa maximumnumberof systenmbuffers
thatcanbe queuedon it. This buffer pool is thendivided into
two separatesub-pools;onefor the EF queueand onefor the
AF/BE queue We denotetheirsizesasBrr andB,r/pr- Rate
guaranteeareprovidedto individual streamswithin eachqueue
by allocatinga speci ¢ amountof buffer to eachstream. For
example,the amountof buffer By, allocatedto streamk in the
AF queueto guarante& a minimumrateof ry, is:
Tk

@)

By = Bar/pp X 5——
/ Rar/BE
Themainintuition behindthe above allocationis thattransmis-
sionopportunitiesand,therefore rateguaranteearein propor
tion to the buffer spaceoccupiedby a ow. In otherwords,
if a 0w consistentlyoccupiesa certainfraction of the buffer

3 As illustrated in [13], scheduling without buffer management has little or no effect.

spacejt will thengeta correspondindraction of thetransmis-
sionopportunitiesandhenceof thelink bandwidth(seg[13] for
arigorousjusti cation of thisargument).

Basedontheabove allocation the decisionto admitor reject
paclet ; from streamk is a function of the paclet length L ;,
the currentbuffer occupany by, andthe buffer allocation By,.
If by + L; < By, thenthe paclet is admitted,enqueuedor
transmissionn the correspondingjueue(packet transmissions
areFIFOwithin boththe EF andAF/BE queues)andthebuffer
occupany b, is incrementedy L;. If ontheotherhandb;, +
|; > By, streamk is alreadyusingmorethanits shareof buffers.
Therefore,acceptingthe new paclet shouldonly be doneif it
doesnot affect other streamssharingits queue. This checkis
basedon two criteria. First andforemost,acceptinghe paclet
shouldnotimpacttherateguaranteesf otherstreamsSecond,
excesgesourceshouldbedistributed“f airly” acrossompeting
streams.

To realizethesetwo goals,the buffer pool of eachqueueis
logically partitionedinto allocatedbuffers and sharedbuffers.
Allocatedbuffersarethe sumof the buffersallocatedo all
streamsn thequeuewhile shareduffersrepresentheremain-
der obtainedby subtractingthis amountfrom the total buffer
pool of the queue.Excesspacletscanonly be accommodated
in sharedbuffers. Furthermoreto ensurefairnessin the us-
ageof sharedouffers,we usethe “holes” methodof [13] which
is basedon [14]. With this approachan excesspaclet is ac-
ceptedonly if the resultingnumberof sharedbuffers occupied
by its streamdoesnot exceedthe currentnumberof remain-
ing free sharedbuffers. For example,assumawo streams;s;
and s,, which have beenallocated20% and 50% of the link
bandwidth andthereforehave buffer allocationsof B; = 0.2B
andB, = 0.5B, whereB is the total buffer size. The size of
the sharedbufferspoolis then0.3B, of which eachstreamcan
useatmost0.15B. Furthermoreif bothstreamsreeachusing
0.1B of sharedbuffers,i.e.,b; = 0.3B andb, = 0.5B, nei-
therof themcanthengrabanadditionalsharedbuffer, although
0.1B sharedouffersremainavailable. Thereis, therefore some
inefciency in the useof sharedbuffers, but it rapidly dimin-
ishesasthe numberof streamgrows, andis the price paidfor
this simpleenforcementf fairness.

Oncean excesspaclet is acceptedthe buffer occupang of
its streamis incrementedandthe sharedbuffer countis decre-
mented.Buffer countsare alsoupdatedat packet transmission
times,togethemwith theshareduffer countwheneerthestream
to which the departedpaclet belongedhada buffer occupang
above its allocation. The latter ensureghat buffers are prefer
entially releasedo the sharedouffer pool. Theoverall structure
of the QoScomponents shavn in Figure4, which alsoshaovs
thatin thecurrentimplementatiorthe BE traf ¢ is only allowed
to accessharedbuffers. This is the con guration we assume
in our experimentshut it couldeasilybe modi ed to provide a
minimumrateguarante¢o BE paclets.

For the sale of clarity, the above discussiorglossedover a
numberof detailsrelatedto the exactupdateof buffer countsas
well asthe impactof discrepanciebetweenbyte countsand
paclet/kuffer counts. In particular rate guaranteedasedon
buffer allocationrequirethatbuffer accountingoe basedon the



numberof bytesthat a streamcurrently haswaiting for trans-
mission.Thisis becausdytesarethe unitsof relevancewhenit
comesto consumptiorof link bandwidth.Onthe otherhand,as
wasmentioneckarlier implementatiodimitationsin oursystem
imposea x ed buffer sizeindependentf paclet size. This in-
troducessomeadditionalproblemsvhenit comego accounting
for theamountof buffer allocatedandusedby a stream.

Speci cally, anallocationandaccountingvhichassumethat
eachbuffer correspondso its byte equivalentin termsof avail-
able storagespace,can be overly optimistic. In particular it
allows rate-wiseconformanistreamdo graban excessve num-
ber of paclet buffers, if they only transmitsmall paclets. This
will in turn depletethe buffer pool, so that paclet buffers are
unavailableto otherconformantstreams Alternatively, assum-
ing aworstcasescenariovhereeachbuffer is only usedto store
a minimal size paclet, is overly pessimistic.lt would resultin
rejectingrequestgor rateguaranteebecausef whatwould be
(incorrectly)percevedasinsufcient buffer space.Thereis no
ideal solutionto this problem,asit requiresidentifying an ap-
propriatetrade-of betweerthe distribution of paclet sizesand
thecorrespondingonsumptiorof pacletbuffers.

In ourimplementationwe addresshisissuethroughthespec-
i cation of acon gurableparamete(BUFF_SIZE),thatde nes
the size, byte-wise,that we assignfor accountingpurposeto
a paclet buffer. This parameteis usedto translatethe paclet
buffer pool allocatedto eachqueue,into a correspondindyte
countonwhichthebuffer computationgor rateguarantees,e.,
equation(1) is based.In addition,BUFF_SIZE determineghe
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ing theseplatformsare not only becausef the availability of
theirforwardingcode,but moreimportantbecausehey arerep-
resentatie of mary edgedevicescurrentlyin usein IP networks,
i.e., they have a structuresimilar to thatof Figure2. As oneof
our goalsis to demonstrat¢hat suchedgedevicescanbe eas-
ily upgradedo supportQoScapabilitiesjt is importantthatwe
validateour claimsin arealisticsetting.

Testingof serviceguaranteess carriedout usinga number
of FreeBSDend-systemsyhichwe useastraf ¢ sourcegSea,
Sky, andLand) andsinks(Desert ). Trafc is generatedy
runningMGEN ver. 3.0 [16] on our end-systemsyith differ-

minimumpacletsizefor accountingpurposesi,e., pacletssmallerent con guration parameterso asto exercisea rangeof load

thanBUFF_SIZE arecountedasbeingof sizeBUFF_SIZE.This
is similar to the approactusedin the Integrated-Servicenodel
[15], whichallowsthespeci cationof a“minimum policedunit”
to accounffor possibleperpacletoverhead.

For example this meanghatif the AS/BE queusis allocated
50 pacletbuffers,it is consideredshaving a buffer capacityof
50 x BUFF_SIZE Asaresult,if streamk asksfor arateguaran-
teer; of 20% of the bandwidthallocatedto the AF/BE queue,
its buffer allocationis By = 10 x BUFF_SIZE. Giventhatthe
pacletsof streamk arecountedasbeingof sizeBUFF_SIZE or
larger, streamk is limited to anallocationof at most10 paclet
buffers. This meansthat streamk is guaranteedts transmis-
sionrater; only if sendgacletsof sizeBUFF_SIZE or more,
and could geta lower throughpultif it transmitsmary paclets
of sizelessthanBUFF_SIZE. In SectionV, we experimentwith
thesensitvity of this schemdo thevalueof BUFF_SIZE.

IV. TESTBED SETUP AND EXPERIMENTS

In thissectionwe brie y describéhesetupwe useto testour
implementationof the servicedifferentiationcapabilitiesout-
lined in the previous section. Our testsetupis shavn in Fig-
ure 5, and consistsof a numberof routers(Tim, McKinley ,
Rocky , Himalayas , andAlps ) interconnectedy meansof
E1 (~ 2 Mbits/sec)links runningthe PPPprotocol. Therouters
we usearelBM 2210(Tim, McKinley , andAlps ) and2216
(Rocky andHimalayas ) modelsasindicatedon the gure,
which arerunninga modi ed versionof their forwardingcode
thatincorporate®ur QoSextensions.The mainreasongor us-

andtraf c patterns.In our testcaseswe usethe PERIODIC
and POISSONsettingsof MGEN to generatestreamsof pack-
ets,wherepaclet arrivals are eitherperiodicor follow a Pois-
sondistribution (see[16] for details). Periodicarrivals provide
a “cleaner” estimateof our ability to give rateguaranteeg,e.,
they provide a more stablecomparisorbasis,andmay be rep-
resentatie of somereal-timestreams.On the otherhand,the
traf ¢ patternggeneratedisingthe POISSONsettingof MGEN
may be someavhatmorerepresentatie of realtrafc.

Measurementto testour QoS guaranteesre performedon
the PPPEL link betweenMcKinley andAlps , i.e., we test
theability of our QoSenhancedorwardingcodeto enforceser
vice differentiationoninterface190.23.2.1  onMcKinley
We describebelon the seriesof testcaseswe use, which all
rely on generatinga combinationof BE, AF, and EF streams
from our threetrafc sources,and having them corverge on
McKinley 'segressinterfacel90.23.2.1 . Theendsystem
Desert senesasacommontrafc sinkfor all streamsandis
usedto obtainvariousperformanceestimatese.g.,throughput
and end-to-enddelay for the differentstreams. In particular
delay estimatesare obtainedafter synchronizinghe clockson
the four end-systemsisingNTP ver. 3[17]. The end-system
Desert runsanNTP sener to which the clocksof the other
threeend-systemare synchronized.Note thatin orderto ob-
tain reasonablalelay estimateq0.5 msec),it is necessaryo
leave thesystemin operatiorfor extendedperiodsof time (over
24 hours)to properly calibratethe drifts betweenthe different
clocks.
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A. TestCases

The testcaseswve run aim at assessindpow well our imple-

mentatiormeetshedesigngoalsstatedearlier i.e.,

« Minimize overheadhssociateavith QoSguarantees,

« Ensurebasicrateguaranteeandserviceisolation,and

« Provide somelevel of delaydifferentiation.

In addition,we alsomeasuresensitvity to seseralothersystem
parametersuchasthetotal numberof pacletbuffersavailable,

andthe value chosenfor the parameteBUFF_SIZE discussed
in Sectionlll.

Our rst testis intendedto evaluatethe relative overheadn-
troducedby our QoS extensions. This is accomplishedy in-
sertingpro ling statementshatmeasurdhetime spentin vari-
ousprocessingnodulesalongthe datapath. The time stamps
are of sub-microsecongjranularity and are taken by reading
a real-timeclock which is an integral part of the router CPU.
Speci cally, we load the instrumentedorwardingcodeon our
testrouter McKinley , andmeasureghetime takenfor acom-
pleteforwardingoperationthroughboththefastandslow paths
(seeFigure3). We alsomeasurghe executiontime of the spe-
ci ¢ instructionscorrespondingp theQoSdecisionsaandchecks
we have added.Usingthesemeasurementsye canevaluatethe
relative overheadintroducedby QoS support,whencompared
to basicbest-efort forwarding. Resultsof thosemeasurements
arereportedn thenext section.

The next seriesof testsis meantto evaluatethe ability of
theimplementatiorto enforceservicedifferentiation.For those
teststraf ¢ patternsaandloadsarechosersothattherouteris not
processolimited, butinsteadbandwidthonthe E1Ilink between
McKinley andAlps is the scarceresource.Figure6 shavs
thetestscenariosve have usedfor thatpurpose Packet streams
aregeneratedrom our trafc sourcesandarrive on the three
ingresanterfacesatMcKinley beforeheadingo thecommon
egressinterfacel92.23.2.1 . In all teststheletterB is used
for BE streamsA for AF streamsandE for EF streams.As-
sociatedwith eachstreamaretwo numbers:The rst givesthe
rateguaranteeif ary, for the streamwhile the seconchumber
in braclets, speci esthe actualamountof trafc thatthe ow
generates.The numbersare givenin percentag®f the egress
link bandwidth. The scenarioshavn in Figures6(a) and6(b),
includea mixture of streamswith andwithoutresenations,and
whoseperformancevill bemeasuredinderdifferentconditions.
Streamdliffer in termsof theirpacletsizesthetrafc they gen-
erate andtheir resenation,if any.

In the rst caseof Figure6(a), all the streamswith resena-
tionsareof type AF, sothatthe ability of the scheduleandthe

EF queueto provideimproveddelayperformances nottested.
Insteadthefocusis onassessinthein uence on boththrough-
put and serviceguaranteesof the parameteBUFF_SIZE for
streamswith different paclet sizes. This is accomplishedy
varying the value of BUFF_SIZE and observingits impacton
thethroughpubf bothAS andBE streamswith differentpaclet
sizes.As indicatedin the gure, we usestreamsawith threedif-
ferent paclet sizes: 1000 bytes(L), 500 bytes (M), and 200
bytes(S). The next testusesagainthe scenaricand streamsof
Figure6(a),but thistime variesthe sizeof thepacletbuffer pool
oninterface190.23.2.1 . Thisvalueis acon gurableparam-
eter i.e., a speci ¢ portion of the systemmemorycanbe allo-
catedto ary giveninterface,andaspointedoutin [13] may af-
fecttheability to deliverrateguaranteethroughbuffer manage-
ment. Thetestis performedassuming valueof BUFF_SIZE=
500 bytes,which wasfound to be a reasonablehoicein the
previous experiment. Theselast two testsalso provide useful
informationon how successfuthe simple buffer management
mechanisms at ensuringrateguaranteeandredistriluting ex-
cesgesourcegcrosdifferentstreamsThediscussionsf Sec-
tion V highlight theseissues anddescribethe behaior of the
systemwhenboth PERIODICandPOISSONsettingsareused
by MGEN to generatevarioustrafc patterns.
Thelasttestis intendedto verify thatusinga separateueue

for the EF traf ¢ is an adequatanechanisnfor providing EF
0 wswith improveddelayguaranteesin orderto asses# this
is indeedthe case,we modify the scenarioof Figure6(a) and
move two of the AS o ws to the EF queue. We thenmeasure
ary improvementn delaythatthey see.Thisnew con guration
is illustratedin Figure 6(b). Note thatin agreementith the
earlierassumptiorregardingEF o ws, thetwo AF o ws (A2
andA5) movedto the EF queueareconformantj.e., thetraf c
they generateonformsto theratethey have resered.

V. EXPERIMENTAL RESULTS

This sectionreportson the measurementesultsfor the test
caseglescribedn the previous section,anddiscussesheir im-
plicationsandthe conclusiononecandraw from them.

A. RelativeOverhead

As mentionedearlier the rst goal of our testswasto as-
sesgherelative overheadncurredby introducingQoSsupport.
Thisinvolvedmeasuringhepathlengthof boththestandardor-
wardingpathandthe QoSenhancementse introduced When-
evertherewasa cachehit (seeFigure3) the averageprocessing
time in the forwardingpathwas 154 usec/packt, of which the
QoSextensionghatwe addedamountedo a total of 23 usec/
paclet. Thusthe QoS extensionstook around15% of the to-
tal fastpath processing.The slow pathon the otherhandtook
around419 usec/packt and so the QoS extensionswere only
about5% of the slow path operations. Thesenumberswere
obtainedby averagingmeasurementsver multiple trafc pat-
ternsand loads,to exerciseall possiblecombinationsof QoS
instructions.Variationsacrossscenariosvere minimal, so that
the above numbersshouldbe representatie of the actualper
paclet costincrease Notethatthe numberobtainedfor the ba-
sic forwardingcode,translatesnto a maximumthroughputof
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around6500paclets/se¢hroughtheedgerouter Thisis asmall
number but representatie of thetype of low-enddevice we are
consideringlt is importantto keepthisin mind, in particularin
the contet of the comparison®f thenext sections.

The mainconclusiorfrom the above pathlengthcomparison
is thatthe impactof the slightly greatempathlengthof the QoS
codeis very minor. Thisis notunexpectedassigni cant efforts
werespentin both the designandtheimplementationto keep
theoverheadf QoSassmallaspossible Furthermorethereare
mary othercomponentdesideghe forwardingcode,thatcon-
tributeto limiting theraw throughputhroughabox. In particu-
lar, thedevice drivercodethatis responsibléor pushingpaclets
outonthelinks, is oftenamajorfractionof thetotal pathlength.
As a result,while the addedpathlengthdueto the QoS code
may translateinto a small absoluteincreasan paclet process-
ing time, therelative magnitudeof thisincreasewill mostlikely
be even lessnoticeable. This was actually veri ed througha
numberof throughputcomparisonsywhich revealedonly minor
differencef the orderof afew percenbetweerthe best-efort
andthe QoSenabledorwardingcodes.

B. Strengthof QoSSupport

The previous sectionindicatedthatthe costof QoSsupport,
asimplementedn thetestrouter, wasrelatively small. The next
questionis to determinehow goodQoSsupportactuallyis, i.e.,
how effective it is at enforcingservicedifferentiation. As dis-
cussedefore answeringhis questioris the purposeof thesce-
narioshovnin Figure6(a).

B.1 Sensitvity of QoSSupporto BUFF_SIZE

The rst testis tamgetedat estimatingthe sensitvity of QoS
supportto the value of BUFF_SIZE, usedto translatepaclet
buffersinto equivalenthumberof bytes.Becausgacletssmaller
thanBUFF_SIZE areassumedo beof sizeBUFF_SIZE, we ex-
pectthatthevalueusedfor this parametewill affectdifferently
o wswith differentpacletsizes.In orderto testthis,werunthe
scenarioof Figure6(a) for valuesof BUFF_SIZE of 200, 400,
500, 600, 800, and 1000 bytes,andthe resultsarereportedin
Figure7 for eachtypeof streamsi.e., streamswith large (1000
bytes),medium(500 bytes),andsmall(200 bytes)paclets.

AF streamsAl andA5, which have large paclets,arefound

to exhibit little sensitvity to change#n thevalueof BUFF_SIZE
(seeFigure7(a)). Thisis becausdéoth are conformantandre-
main so independenbf the value of BUFF_SIZE, sincetheir
pacletsarenever countedasbeinglargerthanthey really are.
For o wswith largepaclets,themaindisadwantageof smallval-
uesof BUFF_SIZE, is thatthetotal sharedbuffer spaceappears
smallerthanit really is, and as a result smallerburstsand/or
amountf excesdrafc canbeaccommodated-lows Al and
A5 beingconformanarenotreallyaffectedby this. Ontheother
hand,the besteffort o w B1 seesa substantialmprovementas
BUFF_SIZE increases. This increaseis causedby the corre-
spondingincreasdn sharedouffers, which arethe only buffers
that o w B1 canaccess.

Figure 7(b) reportssimilar resultsfor streamsawith medium
sizepaclets. However, the conclusionsare someavhatdifferent
from thosefor streamswith large paclet sizes. In particular
we now obsere greatersensitvity of the AF o wsto thevalue
of BUFF_SIZE. In particular we obsene variationsin through-
putafterBUFF_SIZE becomegargerthanthe pacletsizeof the
streamsi.e.,whenit exceeds00 bytes.We obsenrethisbeha-
ior for stream#\3 andA4, whichexperienceslightdecreasa
throughpuiafter BUFF_SIZE increase$®eyond 500 bytes. This
is becauseheir pacletsarenow beingcountedasbeinglarger
thanwhatthey are,andthis limits their ability to accesshared
buffers. Note that becauseboth streamsgeneratesubstantial
amountof excesdrafc, they dorely onsharedouffersandac-
tually achieve throughputswvell in excessof their resenations,
whichare100kbpsand200kbps,respectrely. Bothstreamslso
experiencaanincreasen throughpuwwvhenBUFF_SIZE rst in-
crease$rom 200 to 400 bytes.Thisis becaussuchanincrease
translatesnto alargersharecbuffer pool, which allows moreof
the o wsexcesdrafc to getthrough.Thebesteffort streamB3
seesa similar trendin throughputvariations pbut somevhatless
pronouncedbecausét canonly accesshesharedouffers.

Finally, Figure7(c) shavstheimpactof varyingBUFF_SIZE
for streamswith smallpaclets.As is expectedsuchstreamget
rapidly penalizedasBUFF_SIZE increasesinceall their pack-
etsarecountedasbeingmuchlargerthanthey are. As aresult,
streamghat are conformantnow appeamon-conformantand
mustrely on sharedbuffers for mary of their paclets. This
penaltyis somavhat compensatedby the fact that increasing
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BUFF_SIZE correspondinglyincreaseghe amountof shared
buffers. However, ascanbe seenfrom Figure7(c), this is not
sufcient to offsetthe accountingpenaltythatsmall pacletsin-
cur. This penaltyis more severethe higherthe initial resera-
tion, asthe streamneedsto gain accesgo a correspondingly
largernumberof sharecduffersin orderto maintainits through-
put. Thisis why streamA2, which hasa resenation of only
100kbps seesa smallerdegradationthanstreamA6 which has
aresenationtwice aslarge.

The main conclusionfrom this section,is that the settingof
BUFF_SIZE needsto be taken into consideratiorwhen mak-
ing resenations. Relatively large values,e.g.,over 500 bytes
appeaipreferableoverall, andarealsodesirablen orderto ac-
commodatea reasonableaumberof resenations.However, suf-
cient shareduffersshouldbekeptasidein orderto ensurehat
streamawith smallpacletsarenot overly penalized.

B.2 Sensitvity of QoSSupportto Total Buffer Size

The other systemparametetthat is likely to affect perfor
manceis the the total numberof paclet buffersavailableon an
interface. To assessts impact, we conducta setexperiments
similar to thoseof the previoussection.Theresultsaregivenin
Figure 8, wherethe total numberof paclet buffers availableis
variedfrom 50 to 150 pacletbuffers. Theresultsareagainplot-
ted separatelyor streamswith large, medium,andsmall pack-
ets.A valueof BUFF_SIZE equalto 500 byteswasassumedor
all themeasurements.

Overall, we seethatwhile thereis minimal sensitvity to the
total amountof buffers, andthat variationsare relatively con-
tained with only small differencesfor streamswith different
paclet sizes.Streamswith smallandmediumsize pacletsstill
seeslightly largervariationsthanthosewith large paclet sizes,
but they arehardlynoticeable Notethatall reseredstreamss-
sentiallyhave throughputsat or above their resenations. Even
streamA6 which is penalizedby its small paclets (each100
bytespacletis countedasbeingof sizeBUFF_SIZE= 500 bytes)
andrelatively largeresenation(200kbps),getscloseto its reser
vation(thethroughpuhumberof Figure8(c) areonly basen
payload.anddo notaccountor the IP/UDPheaders).

Another aspectthat Figure 8 illustrates,is that the scheme
we useto control accesdo sharedbuffers is reasonablysuc-

cessfulatensuringfair accesso theunreseredlink bandwidth.
Speci cally, thetotal level of resenationsfrom o ws Al to A6
is 900kbpswhichimpliesthatthereis 1,100kbpsof unresered
bandwidth. Thereare 5 streamsthat generateexcesstrafc,
namelystream#\3 andA4 aswell asthebesteffort stream$31,
B2, andB3. As aresult,we would expecteachof themto get
about220 kbpsof the unreseredbandwidth.FromFigure8(a),
we seethat o w B1 doesindeedgetallittle over 220 kbps.Sim-
ilarly, Figure 8(b) shavs that o w A3 getscloseto 320 kbps
(for largenumberof paclet buffers)insteadof its resenationof
only 100 kbps,and o w A4 getsnearly400 kbpswhile it only
resened 200 kbps. Similarly, ow B3 endsup gettingcloseto
220 kbps (againfor large buffers). The situationis a little bit
differentfor o ws with small pacletsbecausef theimpactof
BUFF_SIZE, which is setto 500 bytes. This meansthat the
buffer accountingfor those o ws is asif they were transmit-
ting at2.5 timestheir actualrate(recallthatthey use200 bytes
paclets). If we accountfor this overhead,we then seefrom
Figure8(c) thatthe approximatelyl 00 kbpsthat o w B2 gets,
actuallycorrespondo about250 kbps.Again, thisis reasonably
closeto ourtargetof 220 kbps.

We can, therefore,concludethat the buffer allocationand
sharingmechanismis successfult providing rate guarantees
aswell asensuringfair accesdo excessbandwidth. However,
basedon the measurementesultsof Figure 8, it appearghat
having a reasonablylarge numberof paclket buffers is useful
whenit comesto enforcingfairness. In particular the results
of Figure 8 shov smallimprovementsfor streamswith small
andmediumpaclet sizesasthe total numberof paclet buffers
increases.This is becausemore paclet buffers translatesnto
moreshareduffers,which streamavith smallandmediumsize
pacletscanmorereadily bene t from. However, it shouldbe
notedthatanincreasen the total buffer spacedoesnot corre-
spondto an equalincreasen sharedbuffers. This is because
resened buffers needto be allocatedin proportionto the total
buffer space.Increasinghetotal buffer count,therefore scales
all buffer resenationsaccordingly sothatonly a smallportion
of theadditionalbuffersis actuallyaddedto the sharedouffers.
althoughthe sharedbuffer spaceincreasesthe largerresened
buffers combinedwith the (holes)accountingmethodusedto
control accesdo sharedouffers, actuallyimprovesthe oddsof
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reseredstreamdo accesshareduffers. As aresult,besteffort

streamsactuallyseea slight decreasén throughputespecially
for smallandmediumpaclet sizes. This decreasenatcheghe

correspondingncreaseahatresenedstreamsee.

Increasingouffer spacecanin generalbebene cial, andone
dimensionwherewe would expectto seesomebene ts of in-
creasingthe total buffer count, is in termsof handlingsome
amountof burstinesdn the streams.In orderto estimatethis
sensitvity, we repeatheprevioustestsusingthe POISSONset-
ting of MGEN insteadof the PERIODICone. In otherwords,
we usethe samepaclet arrival rates,but the inter-arrival times
arenow exponentiallydistributedinsteadf beingconstantThe
valueof BUFF_SIZE is maintainedat 500 bytesfor theseexper
imentsaswell. Theresultsof the experimentareshavn in Fig-
ure9, andcon rm thatfor o ws with smallandmediumsized
paclets,thereis somebene t to increasinghetotal buffer size.
For o wswith large paclets,theredoesnot seemto beary sig-
ni cant improvementin throughput. This is attributableto the
fact that the larger paclet size alsoimplies larger bursts,and
thereis still notenoughsharedouffer left to accommodatthese
largerbursts.

The main conclusionfrom the above seriesof testsis that
somereasonablamountof sharecbuffersneedgo be available
in orderto provide rateguarantee$o bursty o ws. Thisis not
unexpectedandis a phenomenoithat hasbeendocumentedn
numeroudraf c managemerdtudies.The buffer management
schemesn which we rely can be easily extendedto alsoac-
countfor burstinesgse€[13] for details),andwe planonadding
this capabilityin the next release. However, suchan extension
comesat the price of reservingsubstantiallylarger amountsof
buffer, andwe wantto rst experimentfurtherwith the useof
sharedbuffers asthe basemechanisnfor handlingburstiness.
Additionally, larger buffers potentially resultin larger delays
which canbequitesigni cant for low-speedinks.

C. DelayGuarantees

Our last experimentis aimedat verifying our ability to pro-
vide betterdelayto EF streamsFor thatpurposeyve take two of
the conformantstreamf Figure6(a), streamsA2 andA5, and
mave themto the EF queueasshown in Figure6(b) (now o ws
ElandE2). Wethencompardhedelaysexperiencedy thetwo

streamsn eachcon guration. A value of BUFF_SIZE= 500
byteswasusedtogetherwith atotal of 100 packetbuffers. The
resultsarereportedin Tablel, which shaws thatthe useof the
EF queuesucceedatsigni cantly reducingthedelays(by afac-
tor of morethan3). Interestingly streamA2 which hadaworse
delaythanstreamA5 in the AF/BE queue,hasa betterdelay
whenthetwo o wsaremovedto the EF queue.Thisis because
of the smallerpaclet size of streamA2. In the AF/BE queue,
thisbene tis notsigni cant asit is multiplexedwith mary other
streamsHowever, thedifferencean pacletsizeshecomesppar
entin the EF queuethatonly o ws A2 andA5 use.

Flow | Delayin AF queue| Delayin EF queue
A2 180msec 44 msec
A5 169msec 49msec
TABLE |

DELAY COMPARISON BETWEEN AF AND EF QUEUES.

It shouldbe notedthatthe numbersreportedin thetableare
for end-to-enddelaysbetweenthe sourceand destinationend
systems.As a result, they include additionalcontributorsthan
therouterMcKinley , thatwe useto provide servicedifferen-
tiation. Overall, while the delayswe seefor EF streamsarenot
small, we believe that they arereasonablgiven the relatively
low speedf thelink we used(2Mbps),andthey shouldbeade-
guatefor real-timeapplications.

VI. SUMMARY

In this paper we have describeda lightweightsoftwareim-
plementatiorfor offering somebasicservicedifferentiationca-
pabilitiesin the context of simpleedgedevices. Our goalwas
to investigatethe ability of sucha platformto offer supportfor
servicedifferentiationrandQoSguaranteewith minimalimpact
onits forwardingperformance.

We carriedthis investigatioron arealrouterplatform,where
we developedandtesteda setof enhancementmedat provid-
ing rate guaranteeanddelay differentiation. Thesetwo types
of serviceguaranteesvere choserbasedon the generaldirec-
tion of the serviceproposalscurrently being discussedn the



IETF Diff-ServWorking Group. The measurementserformed
onourimplementatiorshavedthatsupportfor basicQoSguar
anteecanbeachiezedin edgedeviceswith minimalimpacton
overall performance. In addition, we shaved that the buffer
managemenapproachof [13] was indeedcapableof provid-
ing reasonablyaccuraterate guaranteesndfair distribution of
excessresources.We alsoveri ed thata simpledesignbased
ontwo queuesanda rudimentarySCFQschedulercanprovide
adequatelelaydifferentiationto meetthe requirementsf most
real-timeapplications.Thereare clearly mary aspectandbe-
haviors of ourimplementatiorthatrequirefurtherinvestigation.
However, we believe thattheseinitial resultsprovide strongev-
idencesthat supportfor QoS guaranteegan be incrementally
deployed on most existing edgedevices, and with a minimal
impacton performanceWe hopethatsuchevidencesanfoster
therapiddeploymentof QoScapabilitiesn thelnternet.
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